% X Rasics o'f Number _n\eov-\a
Number _n\eova : S‘bnd\a cf numbers (usun"ua means 'M'Eegexs)

Defintkion 3.1

Lek a.beZ, we sy a divides b (dencted Ena alb) rj b-ac -jor' Some CceZ.
ln Hhis case, a is said 4o be a divisor of b.

Exqw\'Fle_ 2.1
2|6, 3|6 ,-3|e, 3]-6, bt ate

nlo ‘fo\r‘ all M'l:e.aers n (A little bk odd 45 hawe ol|o)

-Dejln'rﬁiov\ 22

An iv\'keadef n>1 1S sad 4 be q "Fﬁw\e lf “he °"l‘6 'Fes'rﬁ'we. divisers cf n are | and n,
otherwise n is called a C.othus‘rEe

Remark . The nuwber | is nerther prime nor cow\Fosﬂ:e..

ExomF\e, 32
Fiest -fw Primes : 2.2.5.%.0,13,F,19, .-
Fiest -jew CoMPcs'rba: 4.6,.8.9, 10,10, 14,15, ...

:De?h\'h'\on 33
Let a,beZ . The %reatest Common  divisor (%c.d) of a ad b is deflv\ed bca
max {dezZ : dla and dIb3 If nst both a.,b are ©.
%c.d a,b) =
o lf a:b=0

Remark : %c::\(o.,o‘n max {dez : dla} = lal

Exam‘>|e_ 2.3

Divisors crj 1 : +1,+2,43,+6,+9, +18

Divisors ef S, 42, R, 4, 6, 2

%cd GU8,-r)=6




Question : How o f\v\d %cd(a.b) \f both a2 and b are larae. Ed
Theorem 2.1 (Division P\\taor'rﬁr\wx)

Let a.beZ with bfo. Then there exists W\i%«e_ i,r eZ suda that oxgrc<ibl and Q-b%+\".

t - } -.Dia%mm -fm- “he case og a>bso.

Lemma 3.1

%cd(a,b) = %cd(l:,v') :

'F\'oef:

tf d-gedtal) ,then dla and dlb .

_n\erzﬁore, dla-bg-r.

dlb and dlr ¢d is a common divisor oj* b oand r) = ds%cd(b,v-)
If d'=%cd(b,r-) Ahen dlb and d|r.

-W\ereSore . d bgtr=a

dla and dlb (d is a common diviser of a and b) = d's ged (b,r)
i ged(a,b) = gedll,r) .

B&am‘:‘e 2.4 (Eundidean A\%wrﬂr\w\)
Eind %cc\(zq-o,leS).

WO = [ x 168 + F2 %cd(zqo,(eS) = %c:\(les,-‘n.)
168 = 2% Fa + 24 %cd((sx,qz)=%cd(q-:.,m)
Fa = x4 %cc\(q-:.,m) = 24

%c:d(:.u‘o,(eg) =4

Exercise 2.1
Find %cd(&} 24F) .
Pns : 43

Theorem 2.2

Llet a.beZ . There exsts S, € Z sudh that as+b—E=%cd(a,\o).



Emwcr‘e 3.5 (Extended Euclidean A‘?YTH!\M)

284 =4 x 65 4+ 12 %cd(ﬁq-,eghlr 2 -1%x8

CEeBSxn +8& 2 -1 x(68 - 5x)

2= =& +4 Ex 12 - x68

g =2l = bx (284 -4x62) - 1682
= bx284 - 35 x LR
B«\MF\Q 3.6
S O =&
— I\
bucket workh calass cup
unknown  volume o5 mL (8o wml vwater '(:OP

Question : What should we do so that ot the end we have 15wl cf water in the bucket 2
'B«a extonded Euclidean N%oﬂﬁr\m s %ccl(l&:,wS):(s = 3% 180 «(-8) =105

Question + Will 1 end up with (oml of waker in the lucket. 2

Exermise 3.2

let a.b,ceZ. Row -tat

There exsts s, €2 sudh Hhak assbt=-c F ad o 4 f gedea by e
(Therefore , {as+bt st e2} = seb of al mutples } gl )

:Defin\'t’mn 3.4

Let a.beZ. a and b are said 4o be re[zr(:i\fel-a prime If gc:d(a,b)ﬂ.
(ie. a and b has no common :chtov— sther dran x1.)

Lewmma 2.2

let n.a.beZ such that nla and nlb , Hhen n|gedab)

(ie. evans_comumon dinviser cﬁ a ond lo is alse a dniser of godak) )
P

nla and nlb 5 asnp and bang for some p.geZ.

There exist S.teZ sudh that %cd(q,Bh as+bt = nps+qt) where. ps+qt eZ.
3 hl%cd(a,‘o)



'varos“rﬁim 3.1

let a.beZ ad lek P be a Fﬁme.. lja plab , Ahen T>|a or T>|L>
prosf

S‘,ﬂ»se RSA S "Fla.b.

If ‘F[a . tt's done!
lf 'P+a ., Since P is a 'f":""‘e . we. have %cd(a,F): [.
Then , there exist =.,te Z sudr Haat I=as+-l>-h

b= abs-u-]stb
lo:F%s-\-FHo 'Flab > a‘oa‘F% 'for Some. geZ .
b-P(%s-\--Ua)
-Flb
Theorem 3.3 (Prime  Factorizakion)
E\:e.na posttive. integer %recxbe\" Hran | can be exFressed as a Fm:luct of Primes
noa unigue way.
TS be the set cf all_posttive M&ege.rs 8vea'€er than | whidh camct  be
e><\>r~essed as a Fv-oduct of primes .
Sm’ﬂ:ose. ~the Cowb'nna Then S 8 a nonemphiy  set cf N.
'B.a well om\eriv% 'Fﬁwcz-rle + S has a least clement m. F-ivs‘&lua , M cannst be a prime .
So m=ab :fc\" Some positive intmoers a, b wih a,b<m .
—I'herefore, a.bé¢s , ie. aad b can be exFressed as a F\roc\uct cf primes
but then mz=ab wWhidh can be exFressed as a 'Fvoclw.:h of primes . (Conbaadiction)

" E\:e.na -Fos'rﬂve. 'w\'te%ex- %renther- than | can be es?ressed as a Fv-oc\uc&_ cf primes..

S.Aﬂwse that n is a postiive lvtbe%er %(eatﬁe\'- “than | and N PPPrr Qs
where ‘F;'s and i;'s are. ‘Fﬁmes.

By Pmros'ram 30, 'F‘l%%""%‘ N F.|cg For some i

but & rtseﬁ s a prime , So gi=p,

Ba Swapping the ndex, we let =P oand we have PP

’Re‘:eartin% the cbove ,we have res and pizgy for izl ..r

" n_ can be eu<\>r~essed as a 'Fvuduc‘b uf Primes  a wnigue way.




Prmes :  Elements” cf nunbers ! @Q
Y
A X
% @ +6
r A
N7
Exercise 3.3

Let a.b,c ez . Show Haat !f clab and %cd(a,cﬁ:l ,then c|b

Some. ’R@»\RS / Qv\esﬁons cf Number _nf\eona H
1) Question : How W\avva ‘Friw\e.s 2
“Theorem 3.4

There are 'lvv?\v\'r‘ce.lsg w\ama ‘Fﬁmes.

2) Question : Given a 'Fos'rb‘me ‘m’he%er n . how maniy 'Fﬁw\es s _are Hdhece ?
Let T = I{PeZ"': psn B a P"""‘e-“ i

Theorem 3.5

vl\l_.:‘%,‘ (Some would (ke 4o state ™ as \1@“%” )
03“ (ogv\ -
Think : Tlooo) = 168 x __19°© 1 (¢3.0%

(loé looe)-\

3) Tuin Primes : both p and pea are prmes . eq. (3.5) (53, (s (7,19
Question : Are -there ‘wrg\n\'beha w\av\ta pairs cf “toin primes 2
Net taet ko (Tisin 'ane Cov:)ecb/\\'e)

4) Note - 31-(-41- 51 . Sa+l'2'=l'5" , q-‘-n.c:ns’

Question : Given an ivvte%er n>> ., are. —there Pos’rtive 'M('z%e.rs a.b,c sudn that
a“*bv\:cﬁ 2

Answer : No ! (Feamat Last Theorem )




“The "Rm% cf lvrte%ers Module n
De?n\'t’(on 3.5

let n be a positive Mte%ers.

B a. beZ such that nlb-a . then we say a is congrent o b moduo n.
and 1t 13 dencted by azb (med )

Remavk: " |* defines_an equivalence vslation ~ on 2 Cask # n|b.a)

Proposttion 3.2
f aza’ Gmedn), bebilmed n) , then atbza+k medn) and abza (medn).
('Define ~ on Z So that a~b -f n| b-a . The adbove propesrtion weans

l-g a~a and bab’  then atb~ad'+b and ab~ak .

Addrtion and mul-biFlicatiov\ on Z nduce addition and mAl'biFlica'biov\ on ZhT =2~ )

Examrle 33

22 =2 (mod ) , 3426 (mod 3)
23434 = 2+6 = § 51 (wod F) (C.W.que-(:o 23+43% 5 §5F 5 | (med F) )
23 x3% = Ax6 = 1255 (mod F) (Cow\‘:m'e +o 223 %x3% 3382 = Fxill+5s5 (mod 3))
Ansther inte on: Consider D3]-R1,Bul-16) € 237
G +34] = B+ Tau) -]+ 16] = B+61 (8] -1

Bax3au] = BRI «Taw]) - Bl « 6] = B x6) = [13] =151

As a set Z4z ={1,01.51, -, n-0%  whidh cortaing n-1 elements, bt we would also like o
know the algebraic strucbuoes on Zhz (such as addtbion and muttiplication)

K fans oxt that

W 2 s a rlvs%

iy Zfz s a —ﬁe\d |§ P B a pime.  (Discuss lerker 1)

'Peros'i’E:lov\ 3.2 (Cancellatbon )
l\'? %Cd(C.V\)= I _and acsbec (med n) ,'Hr\ey\ azb (mod wn)

e

n|ac-be=(a-ble and %cd(c,v\)ﬂ > njab 1e. azb tmed v  (see exercle 33)




EwarF\e. 28

bxlzbxs (mod &) buk 14 (mod 6)  Since %cd(l-r,e,)=')_7!l.

ax:b (Mod n)
Question : How #*o solve axzb (med n) ?

'H'o‘:osﬂ:lo'a A3

axsb (med n) s solvable 'f and cv\\ta, if gcd(q.n)lb
'FTDQ§:
The. e%w:&‘uov\ can be solved <« There exist -x,%el such that ax-w\%alo

S %Qd(a,n)lb (see. exercise 32)

i Parbmbr, 7-§ P IS a prime and P*a, then axsb (med p) is solvable .
Also . 'lf %, and . are Solutbions cf axzb (med F) ,

A - sb-bzo (med 'P) and %d(a,?) =\
“hen we have Plx,-x.‘ (or % =% MF))
s Al solitions  are cov%ru\e.wt modlo P

EmmFle 34
Solve 41 =3 (mod 9)

Note “Hhat %cc{(l-\-."\)ﬂ , the above e%wrbon is  Solvable .

Q-4x2 =1 — (‘Bxa etended Euclidean algev-\-&\m)
D3+l x(2) =3

4 x:6)23 (med Q)

. -b s one of tre Solubion °5 Lx=2 (wed )

) shows Hhat 4x¢D =1 medd) (or &xF =1 (med Q) lf o like. )
-> acks as an*imerse_"of 4

In %ey\era.‘ ,hxzb (med )

EDWA = -2b  (ned ])

A= -8 = A (med ) (Note -8=1 Gned A))




Ansther ntepretation : Find xleZ/qz sudh Hhat 416 =[2]
Note : [23[43=01 (or T311:-01)
We have [41[x] = [2]
21141 0] = [2]1021
LG = 6]

['i.]=[-‘>] (or- B]) (.'. Solud:'loﬂ *o 4xs3 Qmoa 9) are 'EL\ose XQBJ)

Q™= | (mod n)
Question : Given a.n€Z and afo, does . exist meZ' such that Q™= [ (mod n) 2
Ff(Sﬁta, Q™= [ (mod n) fm- some meZ
= a.-a.m—l+n1=l for- Some. iel ( Convertion : a’= 1)
= %cd(a.v0=l
However, :f %cd(cz.mﬂ , does * exist meZ' sudh that Q™= ( (med n)
Think : There are on\la n elemerts °§ iz, bk a1 .1d1.1a1. - e Zinz ,
so there edsts 1.jeZ with ic] such that @161 ie adl=a Gmed )

Since %cn\(a..vnﬂ . we can cancel a’s and so A2 1 Gmod ).

Defwelm 3.6

let. a.neZ such that %cd(a,v0=l.
The order of a modulo n is the least meZ such Gk Q=1 (mod n) .

E*amrle 2.0

Tab\Q of am modv\(o 6

NN

Qa 1 2 2 4 5
(o] (o] (o] (o] (o] (o]
l l I | | |
2| 2 4 =2 les4 2= %cx:l(o,(-.) . cécx:ln,e), %cdcs,e.), %cdm,e) %1
3 - Q=3 2F=3 B3 wIs3 %cglu,e.), %cnlcs,e.) =
h| u le=s4 GA=4 I5c=4 Io4sh Ovder of L=
5| 8§ 25=1 PSs5  OSsl 3n5=5 Ovrder c-? 5 =2



be:fin\'bien 33

The. E.a\er'-f -ﬁ\v\c(:ion s deflned \ota Lf(v\)=|{aez+: asn and %cd(a,v0=l’$| 'fbr‘ nez .

a?m=l{(}l=| (f(’:.)=l{l}(=| nfwsnl{(,:.}hz

(?(4)=|{I,3}|=1 (?(5)=l{(,2,3,43l=4 afcenl{(,s}ln.

In 'Fav-bcu\lar lf P IS Q prime , o apot
‘rf P and 3:: are Friw\es , &f(‘F@ = ('F-D(%-n ;
‘rf P and g are V'eld(:ive.\% prime . k(?(‘F%) = PP P .

Theorem 2.6 (Eler's Theorem )
(f %cd(o.,mﬂ ., then a‘?ws I (med n).

Let (Z4z) = {laleZ,: %cd(a.r\hﬂ (ad so I(sz‘lu()(vx)).

:De:ﬁv«&'mn 38

A‘Fﬂ'iml'h’tvembisay\eleyv\ewt dﬁ(’l,‘\'z)“ °§ order \()(y\)

E7<am\>le 2.0

Table Of o.'“ W\od\,\lo (s

(wrth %cd(q,ls) =) . Guorth %cd(o..s) =1)

(2} { 2 2 4 a | X 2 L

Table df O.M module 5

2 2 4 8 l 2 2 4 3 L
4| 4 | 3 3 4 2
3| 3 4 3 4| 4
& & 4 2 Neote : ‘f(S)”*
(o | Order of 1 =1
31 13 4 3 1 Ovder e‘? 4 =2
wl 14 { Ovder o-? 2.3 = 4
Nete. : &f((s)= b (2 and 2 are Privrtive vosts )
Order of 1 =1

Ovder o-? Lo, (L, (% =

Ovder ef 2.3,.8.3 =4 WMo ?Aw(r&ve yoost )




ldea Of 'FV'OU§ Os Eu\er's —r\'\eb\rQM'.
D) Prove that &l Tul € (42 . then [allbl:=[able (Z4a) .

2 Let TaleZ4z) and let j:cz,m‘—» Zha) defined by $(E)= Tallbxl= ool .
Prove Haat ‘f is bgec&’we..

H» M & T wd:W1 T &
GleZz) Gde(Z/z) Gde(Z()

™ - LaJ ie. Q‘Pws I Cmod W) (Note : Ble@{z) and \ma dejlr\iﬁon %cd(x.n)ﬂ ,

so £ can be cancelled )

Modular Eﬁ&?w@/@dﬁon
How 4o Com\»\-be Ssmb modulo 21 2
Birst c§ al , %cq\(s,>.|)=\ . So we lhave svm)s‘ (mod 1) .
Also &{)(z\)(?ce('s%}) = ge(s)\()('-\-) =2xb = (2
5 g ™ S 235 2 4 Gmed 20)
Remark: 0 iwvohes factw‘rza-btov\ csg an i«':eaaex— which ey nst. be done easil«.al
There exists wo a.(%oﬁ'&wv\ o facfbrize. an ‘t«b&%er which can be done n
Po\a\r\ow\ial ~ime .

Exercise 3.4

234
Cotm\:M‘Et =+ medlo I .
Hink %cd FA2)=1 , GV = @R . Ans : 25

How o cw«?«:(:e 26> poduls 196 2
Nete - %cd(zb.t‘tb)=:.>\ , So _we m‘& nst use Euler’s Theorem .
26' 236 (mod (96)
2 T 2%26= 66 =88 (mod 196)
26" = 20%20 = 88« €8 = 3344 = (00 (mod 1]6)
2 = 228 = looxico s locco =4 (mod 1]6)
2{;‘5 e +8

=2 3b =26bx 00 x4 = 5ax4 =208 = (2 (mod (]6)

Remark.: E\:en% nuvber in ved s less Haan 185 .




Chinese. Remainder Theovem

L & let xeZ .

=z WL =, Lz Gned 2)
2 2 %L =, % =3 (med 5)
SAE T N NN %22 (med F)
Pqﬂbnikﬁ? %=

KSR

Theorem 23 (Chinese. Remainder Theovrem )

Let Q,, 04,00 €Z and N, N, N € 2" such Hnat %cd(ni,n3)=l 'for all H-\'\
There exists xeZ such that

%X = a, (med n,)

X!Q;Cwmd V\..)

x = Q (mod nY)

P

let N=nn,-- v and Ni=-§\4.-=n.---n~.-.m..\---m

Note. : %c,d(w..nj)ﬂ fm- all i#)

= %cd(v\a,l\\;h\ > there existk mi ,MieZ such that nimi+NiMi=( = NiMis1 (mod ny)
Also MiNi=o Gmod ny) -fw JHL

Then x:it a;MiN; is a solubtion .

Fucthermore. l-f X% € Z are Solutions , then

Li-%a= O (mod vy) fvr tsisk.

o Ky=KXy =2 O (mod N




Q=2 , 023, Q=2 , =3, Ny=5, ny=F

N=3x5xF =105 , N=35, N,221, Ny=15

A5x4+ 3«23 = 2l %l + 85 xl-4)=1 ISx 4+ FxE) =]
U t T T T
™M, m, Ma W, My Wy
= A %ﬁ-t-*ﬁ. A=AxFo +2xA+A IS =233 =23 (med (05)
oot
oW OR R - %, NM, NaMa  NaMy

t 5 8B 48,
ha% e n.

Exo.wrF\e 3.2

Find x€Z sudh that x=22 tned 8) and %= 5 (ned A) .
n-8 ., n,:9 and so %cécv\.,v\g=%ce\c8,‘h=\

Q=3 , q,=5

N=nmn,=8x3=-32

N,=%=q=v\, N,=%=g=v\.
e+ &xkN=1

NM+ nw, =1

o+ NaMs = 1

Let %x223xQx145x8xCc) =2-13352  (mod )
A NM + a. N, M,

Exercise 35

Q) Find x€Z sucdh that x =3 med F)  and % =13 (med 15).
Ans: X =33 Gmod (05)

B) Find x€Z sudh that x=2 tmed F) , =3 (mod 8) and %z 6 (med 9)

Ans: X =51 (mod Soit)




RSA cngbos«as-tem
A

A

g =

insecue.  chawnel

Question : How to use on ingecure hamnel +o “oonsmrt data . a  secure wau.g?

Exercise -Tna o fncborrzg_ 8133

Ans: 1331 = 39 x 103 (’Dﬁm&_? )

lwﬁmhmww:bﬁakhfxbvua?ﬁm&cfmhr?wmes!

RSA a\%or’rﬁr\m:

ke:.a %ey\erdbovx \:-3 A

1) Choose. te lax%e. primes p.q and Cowpiate. napg.

2) Compute o0 = PEpQ) = -1Xg-1) and_keep private..

2) Choose (<< Sudr that %cd(e.,«fw)ﬂ (For example., dcose a prime e and ek etn)
4) Find d sudh that ed=1 (med u(:(m) (TThis egcuabm is solvable as %cd(e,«fw) =)

\<ee.1> d ?ﬁvczte_.

OFeru:Eion;

O The pair cf numbers  (n,e)  (called 'Fb\‘ohc. keua) is  released bca A .
2) Swﬂ>ese osm<n is the W\essa%e ‘o be sent 'f\'bw\ R €c A,

B sends Cc=n€ (med n) 4o A inskead . (c is called ciphertext ).

) A c:am\wrtes S modulos n, and Hhe resutt is m ,ie. Cx we s m (mod n)




Lemma 3.3

ol meda m_ (mod 1)

prcs:

'&3 Clhinese remainder -dreorem , m is a soluition of {x =m (mod P)
(€ 3]

L =wm (med %)
"H/\Q’B?ore, .'Fm" oam% Soluttion = af &) . we have x=m (mod n).

Thus , wWhat we need o show are w\edaw\ (med P and w\e&aw\ (mod %) )

ie. med is alto a sdlation cj &, then medavv\ Gmod ) .

Claim H medam (mad ‘F)

Recall : ed =  (med o) S ed =+ kg(;(v\n !+k(‘>-0(%-|)= (+ k((;(P)ce(cL) -fov- some kez.

0§ gedmpr=l. then mi a1 Gnod p)  (Bider’s “theoram)

ko)
QV\A So me_d = W\H.k‘eq»?(i) = M - (m\?(?)) ?(‘L =Em. |k?q>)sm Gmocl 'F)

2) lf %cq\(m,Fb#l . then '|>|m ad so W\ed-e o =m (mod 'F)
S?milav{a ,we can show Hhak S (mod %) )

Emmr‘e 3.3

Ke\a %ey\erat’ton bn.a A .

1) Cheose two primes p=iL, 2= and Compte. napg = (8%

2) Compute P = PPY = P-g-1) = loxib = (ko andkeep private..

3) Choese l<e< o Suda that %cd(e,cfcm)zl (For NMF\Q" cdhoose a prime e=19)
4) Find d sudh that ed=1 (med g(xm) ie. 19d =1 (mod (6o)

Ry extended Euclidean W, (Ax 5% tlboxEN=1 , te. (Fx5%=( (mod (60)
E 3 ro4
\(&P d -89 ?ﬁva&g..

e d kP(V\)
OF@'&EOV\ :
O Public l:ag (n.e) =(18% ., 1) is  released \oca A .

2) Suﬂ»se oswm=2 <183 is the messwée_ *© be sent fmw\ B € A,
B sends e c'_‘r\>\~er-text Camwsa 2 = 43 (mod nel83) <o A instend

3 A computes meeY = 1352 20 (mod n=183)

Exercise 4.5

Find c “rf we use m=53 (Ans: C=93) , \Ieﬁf&a el answer bé Caom?vt&jn% C.d modulo n.




